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Case of study: ATM-Sense




TREND Rapine vs Attacchi ATM - fFonte ABI 2017
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ATM attacks




New Attacks

https://www.europol.europa.eu/newsroom/news/27-arrested-in-successful-hit-against-atm-black-box-attacks
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Intel RealSense Depth Cameras
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Convolutional Neural Networks

maxpool convolutions
source image convolutions

fully connected



Image Convolutions




Image Convolutions




Image Convolutions




Convolutions




Max Pooling

source image convolutions



More layers...

maxpool

source image convolutions



Visualizing Convolutional Layers
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Convolutional Neural Networks

maxpool convolutions
source image convolutions

fully connected



CNN: ImageNet Classification Error

Top 5 Classification Error (%)
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1. Get a Dataset




R200: person background
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2. Define the Network Architecture

model = Conv2D(8, (3, 3), activation='relu')(img input)

model = MaxPooling2D((2, 2), strides=(2, 2))(model) @

model = Conv2D(16, (3, 3), activation='relu') (model) P

model = MaxPooling2D((2, 2), strides=(2, 2))(model) Supercomputing
Center

model = Conv2D(32, (3, 3), activation='relu') (model)

model = MaxPooling2D((2, 2), strides=(2, 2))(model)

ré
K
model = Flatten(name='flatten’') (model)

model = Dense(128, activation='relu') (model) f

model = Dense(3, activation='softmax') (model)




3. Train and Test the Model



Results

Single Frame analysis:

Test Dataset Classification Accuracy

Background 98.19%
Withdrawal 97.05%
Attack 98.32%
Average 97.85%

o mean: 0.5 sec

Model Running on SECO SBC-A80 with Intel Braswell CPU

Five Frames analysis:

e No false alarms

e No undetected attacks

e Attack detection time:
o mean: 2.4 sec
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